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EC3 - WHO ARE WE ?...a cooperation hub at EU level.

Cyber Threats and Trends Transnational Payment Fraud
Capacity Building Cyber-Dependent Crimes
Prevention & Awareness Child Sexual Exploitation
Internet Governance Dark Web team

Outreach
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Digital Forensics

Document Forensics
= EUR™POL
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SECURED COMMUNICATION
NETWORK & CAPACITIES SIENA / PGP

2023 ACHIEVEMENTS, ....FROM YEARS OF OPERATIONS,
LESSONS LEARNT FOR BETTER COORDINATION
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REED HELP unlocking your digital life
without paying your attackers*?

Ransomware is matware that kocks your computer and mobile devices of encrypts your electronic files. When this
Nappens, you CanT get 10 the data Lniess you pay & 1ansom However Bhs 13 not guaranteed and you should never pay!
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. . Advanced on-the-
Dlgltal IT Lab spot forensic support 5° 1 °4 Europol Public Information




NOV 2023

Europol operations against ransomwares : the 2023 overview... JEES——"—=—

dismantlement of ransomware group in

Ukraine amidst ongoing war

hitps://www.europol.europa.eu/media-press/newsroom
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targeting large
ectively bringing their businesses 1o a
hey deployed LockerGoga, MegaCortex, HIVE and
Dharma ransomware, among others, 10 carry out thelr alitacks
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Operatlon Core members
Pa rker ransomware criminal

group targeted
y German and Ukzainian
nech (Poitia)

JAN 2023
RANSOMWARE-AS-A-SERVICE o
DoppelPaymer ransomware ) b k Shutdown of HIVE infrastructure
Dot e 201910 smech St sors kgt OP Dawn reaker marketplace extorting millions in
nfrasructees
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afforte decryption and Torensic
. Decrypticn keys free of charge
Ransomware-as-a-Service
I Double Extortion Model
1 Criminals copled the data and then encrypied the files.
They asked for a ransom 1o both decrypt the fikes and to nat publish
2 The stoben data on the Hive Leak Site.
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COOPERATION BETWEEN
LEA & REGISTRIES AND
REGISTRARS

ACCESS PLATFORM&TOOLS
FOR LEA

RELIABILITY OF DATA SETS

Z EURTPOL

INFORMATION
ON DNS and

TRANSPOSITION OF ARTICLE 28
OF THE NIS2 DIRECTIVE ?

THE « THICK
WHOIS »
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