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Cześć! /chech-sh-ch/

● Assistant Professor @ IITiS PAN

● Software engineer and network admin,
currently @ DomainTools

● DNS, BGP, IPv6 - eg. see RIPE 74 talk
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https://www.entropy-ip.com/
https://ripe74.ripe.net/presentations/57-RIPE74-Foremski-EntropyIP.pdf
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bgpipe bridging the gaps :)

● …in BGP academic vs. real worlds
○ eg. practical fix for Kirin attack

● …in BGP innovation
○ related: xBGP @ RIPE87

● …in BGP big vendors vs. everyday fires
○ eg. quick fix for grave flaws in BGP error handling

● …in BGP open source world
○ a better alternative to existing CLI tools
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https://pub.foremski.pl/2024-kirin.pdf
https://www.ripe.net/media/documents/100-xbgp.pdf
https://blog.benjojo.co.uk/post/bgp-path-attributes-grave-error-handling
https://github.com/Exa-Networks/exabgp


bgpipe

● “BGP reverse proxy and firewall ”

● Build BGP pipelines - eg:
○ man-in-the-middle BGP proxy for session 

auditing, observability, archival, etc.
○ translate BGP to JSON and back
○ tunnel BGP sessions over encrypted 

websockets
○ implement sophisticated session limits
○ pipe your sessions through sed Python scripts
○ add RPKI (and ASPA) validation to old routers

● General goal: “universal streaming message 
processor for tinkering with BGP in prod”

● Main parts: BGPFix.org + bgpipe.org
● Started early 2023
● Implemented in Golang (GC-aware)
● Licensed under the MIT license
● Third-party plugins independent

(use API locally or remotely)

● Status: ready for lab R&D

● Next step: early adopters feedback
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https://bgpfix.org
https://bgpipe.org


Overview
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BGPFix backend
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● Pipeline: collection of Stages (ordered)

● Stage: self-contained “plugin”, can work 
anywhere in Pipeline (L/R direction or both). 
Uses Callbacks and Events.

● Callback: a function to call for matching BGP 
messages. Can modify / drop / create BGP 
messages, emit Events, etc.

● Event: information broadcast to all Stages, 
which can subscribe to particular Events. 
Usually references a BGP message.

http://www.bgpfix.org


Stages & the CLI

● TCP/IP
○ connect
○ listen

● File I/O
○ stdin
○ stdout
○ read
○ write

● Filtering
○ exec
○ pipe
○ websocket

● BGP
○ speaker
○ limit

# quick session with 192.168.1.1, dump to JSON
$ bgpipe -o speaker 192.168.1.1

# proxy 1.2.3.4 to 10.1.0.1, adding TCP-MD5
$ bgpipe \

-- listen 1.2.3.4 \
-- connect --md5 "solarwinds123" 10.1.0.1

# sed-in-the-middle proxy rewriting ASNs in OPEN messages
$ bgpipe \
 -- connect 127.0.0.1 \

-- exec -LR --args sed -ure '/"OPEN"/{ s/65055/65001/g; }' \
-- connect 85.232.240.179 7



PoC: remote message archival over websocket

# on edge

$ bgpipe \

  -- speaker --asn 65000 \

  -- websocket -L --write wss://isp.com \

  -- connect 192.168.1.1

# on the archival host

$ bgpipe \

  -- websocket -R --read --listen wss://isp.com \

  -- write --every 15m --compress \

     '/var/bgpipe/bgp.$TIME.json.gz'
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PoC: adding RPKI validation with Routinator

validator.py:

lib.py
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# pipe BGP session through validator.py

$ bgpipe 192.168.1.1 -- exec -R ./validator.py -- 1.2.3.4

https://github.com/bgpfix/apps/blob/master/rpki-validator/validator.py
https://github.com/bgpfix/apps/blob/master/rpki-validator/lib.py


PoC: stopping Kirin

● Context: pub.foremski.pl/2024-kirin.pdf 

● More advanced max-prefix limits:
○ per-session (classic)
○ per-IP block (eg. 10k per each ::/32)
○ per-AS origin (eg. 15k for any ASN)

● Implemented as a Stage: see limit.go
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https://pub.foremski.pl/2024-kirin.pdf
https://github.com/bgpfix/bgpipe/blob/main/stages/limit.go


Take-away

Start using today!  ✅
● bgpipe is easy to start inspecting & hacking 

your BGP sessions

Goals: 🏆
● now: looking for early adopters & feedback

● mid-term: collaboration (coding / research)

● long-term: stable & sustainable project
Pawel Foremski <pjf@iitis.pl>
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@pforemski

bgpipe.org 

$ go install github.com/bgpfix/bgpipe@latest

mailto:pjf@iitis.pl
https://twitter.com/pforemski
https://bgpipe.org
https://github.com/bgpfix/bgpipe/

