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SYSTRON Lab

We are the System and Network Interoperability (SYSTRON) Lab,
exploring distributed systems, interoperability, and network
technologies.
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SafetyNet Project

e Building Secure and Resilient |oT networks, specifically focused on Home loT
ecosystem
® |nvestigating vulnerability in protocols (Zigbee, Thread, Bluetooth and other networks)
® |nvestigating loT device fingerprinting, e.g., identifying loT devices uniquely or similar
category of loT devices in the network (without using device IP addresses)
- loT device behavioral fingerprint using their network traffic and ML
a. The network traffic features used for training ML models can come
from different layers of TCP/IP stack.
- loT device Physical Unclonable Function (PUF) based fingerprinting
® Detecting loT device abnormal network behavioral change using the ML model
(fingerprints). The abnormal network behavioral change can happen due to DoS or
similar attacks or any other faults. Different fingerprints can be used for detecting
different attacks and faults.



SafetyNet Project - Contd.

Prevention of attacks and Privacy leakage
Secure by design
--- Reducing attack surface by deploying MUD (IETF 8520). We investigates
efficiency of MUD ecosystem (rule enforcement - IP table vs eBPF program),
MUD extension, MUD user interface for accountability and transparency

--- Building secure device/user authentication, authorization and access control
mechanisms, data/message encryption

--- Proactive traffic filtering and blocking through firewalls.
Privacy by design
--- User data encryption, anonymization, differential privacy, multi-factor
authorization, Secure multi-party computation, Federated Learning

Accountability and transparency
--- Providing Users’ control over their devices by providing more transparency and

tools.



Thread Network

® On July, 2014, the Thread group was launched with just
one aim in mind: to provide the best method for connecting PHREAD Standard
and controlling gadgets in the house and buildings.

® Thread is an IPv6-based mesh networking protocol

Application Layer

developed by industry-leading technology companies T RFC 768, RFC 6347, RFC 4279,
P _ Y Y g gY _p [ UDP + DTLS RFC 4492v RFC 3315, 5007
for connecting products around the home and in
buildings to each other, to the internet and to the cloud. [D stance Vector M“N) RFC 1058, RFC 2080
® The Thread stack is an open standard that is built upon a [ T ) RFC 4944, RFC 4862, RFC
collection of existing Institute for Electrical and ' B
Electronics Engineers (IEEE) and Internet Engineering ( IEEEB02154MAC | ' |EgE 80215.4 (2006)
(including MAC security)
Task Force (IETF) standards, rather than a whole new - .

standard. | 'EEE80215.4PHY | [ IEEE 802154 (2006)

® Thread networks are simple to install, highly secure,
scalable to hundreds of devices and developed to run on

Iow—power IEEE 802.15.4 Chipsets https://www.silabs.com/documents/public/user-
guides/ug103-11-fundamentals-thread.pdf



Thread General Characteristics

« Simple network installation, start-up, and operation

« Secure — authorisation and encryption at
network/application layer

« Small and large home networks

« Large commercial networks

» Bi-directional service discovery and connectivity

 Range

» No single point of failure

* Low power

« Cost-effective

Ref: https://www.silabs.com/documents/public/user-guides/ug103-11-
fundamentals-thread.pdf



APIs
Open Thread

® OpenThread released by Google is an
open-source implementation of Thread®.
Google has released OpenThread to make
the networking technology used in Google
Nest products more broadly available to
developers, in order to accelerate the
development of products for the connected
home and commercial buildings
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MLE Endpoint

UDP

OpenThread implements all Thread

networking layers (IPv6, 6LoWPAN, IEEE 6LOWPAN Header Compression / Fragmentation
802.15.4 with MAC security, Mesh Link Mesh Forwarding
Establishment, Mesh Routing) and device
roles, as well as Border Router support.
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IEEE 802.15.4 MAC

Platform Drivers

Alarm UART, SP|, Radio Random Misc / NV Loqain Platform
USB CDC Reset Storage 9ging Specific

Ref: https://openthread.io/




IEEE802.15.4 Standard

-- A low-rate wireless personal area network (LR-WPAN)

Next higher layers
-- Allows wireless connectivity in applications with limited ° y

power and relaxed throughput requirements. t t
MCPS-SAP MLME-SAP

-- Ease of installation, reliable data transfer, low cost

, ) MAC
implementation. ¢ :

-- A device has a single radio interface that implements an PD-SAP PLME-SAP
IEEE Std 802.15.4 MAC and PHY. PHY

-- Thread protocol stack implements IEEE802.15.4 for its ¢

PHY and MAC layers. Physical medium

LR-WPAN device architecture



IEEE802.15.4 PHY Features

PHY layer responsibilities include:

modulation and demodulation,

switching between transmitter and receiver,

fragmentation,

scrambling,

interleaving, and

error correction coding.




IEEE802.15.4 PHY Features

Bits: 0-2 3 4 5 6 79 10-11 1213 1415
Frame Security | Frame Ack. PAN ID Dest : Frame Source :

. : Reserved | Addressing . Addressing
Type Enabled | Pending | Request | Compression Mode Version Mode

Frame Control Field (FCF) Structure



IEEE802.15.4 PHY Features

ldle Sequence
® \When the Frame Control Field (FCF) is received, the driver
checks if the length of the frame is valid, and it verifies the
frame type and version. Receive Sequence
® \When the destination address fields (PAN ID and address)
are present and received, the driver checks if the frame is
destined to this node (broadcast or unicast). _
Transmit Sequence
® \When the entire frame is received, the driver verifies if the
FCS field contains a valid value.

® A received frame includes a timestamp captured when the Continuous CCA
last symbol of the frame is received. The timestamp can be
used to support synchronous communication like CSL or
TSCH.

If all checks are passed, the driver passes the received frame to TR Sequence

the MAC Iaier.



IEEE802.15.4 PHY Features

Sending Automatically ACK frames

This automatically created ACK frame complies m
with IEEE 802.15.4-2006: 7.2.2.3 or |IEEE
802.15.4-2015: 6.7.2 and 6.7.4.2. This frame is

sent exactly 192 microseconds after a data — Data Frame ———
frame is received.

Child

The ACK frame is sent only if the received frame « ACKFrame

passes all the filter steps, even in promiscuous
mode, and if the ACK request bit is present in
the FCF of the received frame.

https://openthread.io/



IEEE802.15.4 PHY Features

Sending Automatically ACK frames m

The driver handles the pending bit as follows,
depending on the protocol used:

Child

<«—— Data Request Frame
no data

ACK Frame >
(Frame Pending = 0)
Thread mode: - -
data <+—— Data Request Frame
- If the driver matches the source address available ACK F
: : : . I rame
with an entry in the array, the pending bit (Frame Pencing = 1)
Is set (1 ) . ——— Data Frame ——
- If the array does not contain an address
matching the source address, the pending <« ACKFrame

bit is cleared (0).

https://openthread.io/



Thread Network Architecture

The Thread network is comprised of two types of Thread devices:

Full Thread Device (FTD)
- versatile, can act as network Leader, Router or End Device
- an FTD device can perform the role of Border Router, a gateway to other

networks (Wi-Fi, Ethernet, etc)

Minimal Thread Device (MTD)
- least requirements on device power and resources (usually battery

powered)
- normally configured to act as End Device only

End Device

Thread Leader

Thread Router

Border Router

The Thread's mesh networking topology makes the wireless system more
reliable by enabling message forwarding between radio nodes.

Thread Link

[ Designed to avoid single point of failure ]

https://openthread.io/




IPvé / 6LoWPAN

e G6LOWPAN provides a compression mechanism that reduces the IPv6
header sizes sent over the air and thus reduces transmission overhead.
The fewer bits that are sent over the air, the less energy is consumed by
the device. Thread makes full use of these mechanisms to efficiently
transmit packets over the 802.15.4 network.

The two RFC’s provide more details on how fragmentation and header
compression are accomplished in 6LoWPAN

e RFC 4944 (https://tools.ietf.org/html/rfc4944) and
e RFC 6282 (https://tools.ietf.org/html/rfc6282)



Thread Network Vulnerability

Thread, like ZigBee and WirelessHart, uses a wireless radio system for networking by
implementing the well-established IEEE802.15.4 protocol.

Unliked wired systems, the network is vulnerable to radio jamming and RF
interference. For example, a powerful radio signal (a simple unmodulated carrier
wave) can overcome and interfere with the network.

The IEEE802.15.4 PHY implements an algorithm (CSMA-CA) to detect channel RF
energy, and hold-off pending data transmission until the channel is free, potentially
stalling a Thread network.

The MAC sub-layer in the IEEE802.15.4 architecture can be jammed with rogue data
packet frames, reducing Thread network reliability and performance.



Thread Network Testbed

Thread-capable devices from Nordic Semiconductor and Silicon Laboratories
were chosen to form the test Thread network. These companies combined
currently occupy the majority market space for Thread chipsets.

NRF5340DK (nRF5340 SoC) SLWSTK6006B (EFR32MG12 SoC)



Replay and Battery Depletion Attack Setup

(e

nrf52840 DK

eero Gateway

loT Thread
Network
Setup 1

Raspberry Pi 4 and
nRF52840 USB
dongle.

Thread Topology
Monitor

nrf52840 as a
Sniffer

Poonam Yadav, Nirdesh Sagathia, Dan Wade:

Demo: Battery Depletion Attack Through Packet Injection on loT Thread Mesh Network.

OpenThread Border
Router composed of

Cellular 7/
Broadband

Thread link
T Thread
Mesh y
N
\ Network /
N ¥
AN

Thread link

N USB connection

| Thread link
1
1

nrf52840 DK

J
Opensniffer used for network

execute an attack.

IEEE COMSNETS 2024

scanning and packet injection to



https://dblp.org/pid/369/8618.html
https://dblp.org/pid/369/8640.html
https://dblp.org/db/conf/comsnets/comsnets2024.html

loT Thread Network New Device Commissioning

OpenThread

Border Router
Wi-Fi AP / Leader N

‘ Joiner

H/W no. = 683045122
eui64 (Extended Unique Identifier) = f4ce36dal6l2£011
Barcode = “v=1&&eui=f4ce36dal612f011&&cc=123456

External
Commissioner

Poonam Yadav, Nirdesh Sagathia, Dan Wade:

Demo: Battery Depletion Attack Through Packet Injection on IoT Thread Mesh Network. IEEE COMSNETS 2024



https://dblp.org/pid/369/8618.html
https://dblp.org/pid/369/8640.html
https://dblp.org/db/conf/comsnets/comsnets2024.html

loT Thread Network New Device Commissioning

Select a Border Router

@
& Thread Networks identified

AVAILABLE BORDER ROUTERS

OpenThread BorderRouter #4633 (111111..22)

OpenThread BorderRouter #4633 (111111..22)

OpenThread BorderRouter #4633 (111111..22)

OpenThread BorderRouter #4633 (111111..22)

eero-thread-default O

eero-thread-default O

eero_thread #C3CF (13694ec2840!

Anva blavand HATAE 70042 aN0AAA A~

@) still looking for Thread Networks.

I ©) <

Step 1) Select the
border router and
enter the passphrase

1526 @ & 0

Connected to Border Router
OpenThread BorderRouter #4633

Scan Connect QR Code
You can also enter the Join Passphrase manually

Or ENTER JOIN PASSPHRASE MANUALLY

Step 2) Scan the QR
code of the new device

Poonam Yadav, Nirdesh Sagathia, Dan Wade:

1526 @& 0 N2l 71%6

Adding My Thread Product to
OpenThread BorderRouter #4633...

CANCEL

f4ce36da1612f011

Step 3) When this
shows, run the joiner
commands on the new
device

Router
tter #4633

uct
Router #4633

v

Added

My Thread Product
to OpenThread BorderRouter #4633

& SWITCH + ADD NEW
&S NETWORK PRODUCT

Step 4) Wait for join
process to complete
and device is added

Demo: Battery Depletion Attack Through Packet Injection on IoT Thread Mesh Network. IEEE COMSNETS 2024

OpenThread
Border Router

Wi-Fi AP / Leader .
<

External

Commissioner



https://dblp.org/pid/369/8618.html
https://dblp.org/pid/369/8640.html
https://dblp.org/db/conf/comsnets/comsnets2024.html

Thread Network Testbed

Four nRF5340DK and two SLWSTK6006B boards comprise the Thread network. The
devices are pre-commissioned, sharing a common network key.

An nRF5340DK (on left) is configured as FTD and acts a Thread Leader/Router. All the
other boards are set as MTD End Devices.

The boards are attached

(using special magnetic

frames) to a dedicated

Thread Edge Testbed

designed and developed in : —
the Department of

Computer Science. SYSTRON '-0*‘"

nnnnnn



Thread Network Testbed

A Thead Topology Monitor (TTM) system developed
by Nordic Semiconductor is used to display the
Thread mesh network.

The TTM module itself is a Thread FTD device and
joined to the Thread network. It periodically sends
MLE messages on the network to maintain a live
topological view.

In the image opposite, an FTD is shown acting as
Leader/Router and Parent to all Child devices (End
Devices) and self-configured in a star topology.




Network DoS Attack Method =

A Sewio Open Sniffer device is used to
detect the Thread network's operating radio

channel (channels 11 - 26)

Its Network Scanner reports a Thread's PAN
1 | seconds
ID if a network is detected.

Which band scan ?

%780 Band (4ch.) «868Band(1ch) #915Band(10ch.) #2400 Band (16ch.)

We only need to know the discovered

Estimated time of Network scan

network's channel number for the DoS ~ 31 seconds
Attack! i



Replay Attack

In this instance, we witness the
successful replay of the previously
captured UDP packet into the
network. The original packet is
designated as packet number 3,
the first replayed packet is 8, and
the subsequent replayed packet,
after the removal of the last two
bytes, is identified as packet

number 11 in the figure. Both of
these packets are acknowledged,
although, at the upper layer, they
were not received.

Time Source Destination

1 60.000000 fe80::6c8e:fbd2:424:81fc

2 0.289253 fe8 - 17990:f49a
316.792624 ::ff:fe00:4000

4 16.794129

5 30.863786 fe80::147a:ff3c:d1c4:4633

6 32.242846 fed 424:69b9:7990:f49a

7 33.349766 feB0::6c8e:fb42:424:81fc

8 48.236212 6x4000 0xad400
9 48.237780
10 50.262818 fe80::a424:69b9:7990:f49%a ffe2::1

11 54,766719 ::ff:fe60:4000 :1ff:fe00:a400
12 54.768225

Protocol Length Info
MLE 71 Advertisement

MLE 71 Advertisement

upp 35 49155 .. 1234 Len=5
IEEE 8 5 Ack

MLE 71 Advertisement

MLE 71 Advertisement

MLE 71 Advertisement

IEEE 8 37 Data, Dst: Oxadeo0,
IEEE 8 5 Ack
MLE 71 Advertisement

upP 35 49155 . 1234 Len=5
IEEE 8 5 Ack

Frame 11: 35 bytes on wire (280 bits), 35 bytes captured (280 bits) on interface -, id @ 69 98
IEEE 802.15.4 Data, Dst: Oxadee, Src: 0x4000 b9 ca
» Frame Control Field: 0x9869, Frame Type: Data, Security Enabled, Acknowledge Request, PAN ID Compr 20 9b ee

Sequence Number: 43

Destination PAN: 0x1234

Destination: ©xad0@

Source: 0x4000

[Extended Source: a6:24:69:b9:79:90:f4:9a (a6:24:69:b9:79:90:f4:9a)]

Auxiliary Security Header

MIC: 4fd2489b

[Key Number: 8]

TI CC24xx-format metadata: FCS OK

G6LOWPAN, Src: ::ff:fe00:4000, Dest: ::ff:fe00:ad00

Internet Protocol Version 6, Src: ::ff:fe00:4000, Dst: ::ff:fe00:ad00
User Datagram Protocol, Src Port: 49155, Dst Port: 1234

+ Nata (R hutae)



Network DoS Attack Method

Having discovered the Thread network's channel number, the Open Sniffer is
then used to inject IEEE802.15.4 packets, controlled via Ethernet using the
Open Sniffer Python library.

® A single packet is repeatedly transmitted with an inter-frame spacing of 1 0%/7
ms and with a transmit power of T mW (Im from the testbench).

® The packet contains a valid IEEE802.15.4 header plus a MAC frame and
payload.

® The MAC frame's source and destination address fields are cleared, as is
the payload.

® A minimum packet size (excluding header and DRC) of 32 symbols is
transmitted:

Packet: 69 98 00 00 00 00 00 00 00 00 00 00 00 00 00 0O



Network DoS Attack Method

A spectrum analyser measures the Open
Sniffer to a peak RF transmit power of +3
dBm centred on channel 15

The transmitted repeating packet is
shown to have a fixed Inter-Frame
Spacing (IFS) of 1.0 ms

- 7ok Sgnav-pe - (0P Spectrum]

DPX Spectrum] BEk
B & Fie View Markers Setup Presets Tools Connect Window Hep i & x‘l
~ = AT > .
EHeYERTER NSO @ oRepayv =Rnv :
7 Tracel Oshow off [ cear)
5500 —
dém  [¥
, dBfdiv:
T 50008
_ RBW:
# 300z
spectum [
Autoscale | & CF 242500 GHz © Span 40.00 Mz
DPX Spectrum  Frequency | 2.42500 GHz Ref Lev 0.00 dBm Span 40.00 MHz Res BW | 300 kHz ‘Mavker{ Traces‘@




DoS Attack Results

The OpenThread CLI is used to control and analyse the Thread network. All Thread
devices in the test are programmed with the CLI.

Three methods are used in the test to verify the network is unaffected/affected by the
DoS Attack:-

1. Visually, by using the TTM tool

2. Issuing OpenThread CLI ‘ping' commands between all Child devices:
> ot ping <target Child IPv6 address>
Success indicated by O% packet loss

3. Issuing OpenThread CLI 'discover MLE discovery commands:
> ot discover <channel>

A returned network name indicates success



DoS Attack Result...

Injecting the repeating IEEE802.15.4 packet on , e
the network using the Open Sniffer device
causes the total collapse of the test Thread
Network!!!

The TTM tool shows the loss of all device on the §
network; only the TTM FTD itself remains,
promoting itself to Thread Leader.

All OT ping commands return 100% packet loss.

All OT discovery commands fail to return any Total collapse of the Thread
discovered networks. Network.



DoS Attack Results N CA A

<Ctrl/>

[(M]Apply a displ:

Interface | /dev/ttyACM1 ~

Time Source Destination Protocol Length Info
. . 456.036601 0x0000 0x0000 IEEE 802.15.4 64 Data, Dst: Ox0000, Src: Ox0000
Wl res h a r‘k Wlt h an I E E E802 15 4 456.039028 0x0000 0x0000 IEEE 802.15.4 64 Data, Dst: Ox0000, Src: 0x0000
) . . 456 .043886 Ox0000 Ox0000 IEEE 802.15.4 64 Data, Dst: Ox0000, Src: Ox0000
456.048742 Ox0000 Ox0000 IEEE 802.15.4 64 Data, Dst: Ox0000, Src: Ox0000
. . - 456 .053598 Ox0000 Ox0000 IEEE 802.15.4 64 Data, Dst: Ox0000, Src: Ox0000
Snlffer devlce as I n put Sou rce 456 .057685 Ox0000 Ox0000 IEEE 802.15.4 64 Data, Dst: Ox0000, Src: Ox0000
) 456 .062541 Ox0000 Ox0000 IEEE 802.15.4 64 Data, Dst: Ox0000, Src: Ox0000
456 .067397 Ox0000 Ox0000 IEEE 8602.15.4 64 Data, Dst: Ox0000, Src: Ox0000
. 456.069825 0x0000 0x0000 IEEE 802.15.4 64 Data, Dst: Ox0000, Src: Ox0000
ShOWS the total domlnance Of the 456.074683 Ox0000 Ox0000 IEEE 802.15.4 64 Data, Dst: ©x0000, Src: Ox0000
456.079539 0x0000 0x0000 IEEE 802.15.4 64 Data, Dst: ©x0000, Src: 0x0000
456.084948 0x0000 0x0000 IEEE 802.15.4 64 Data, Dst: Ox0000, Src: 0x0000
456.089804 0x0000 0x0000 IEEE 802.15.4 64 Data, Dst: Ox0000, Src: 0x0000
H H 456.092232 0x0000 0x0000 IEEE 802.15.4 64 Data, Dst: Ox0000, Src: 0x0000
repeating attack packet on radio Teit oosi1o04 o4 bata buil onacco, Srci oeese
456.101944 Ox0000 Ox0000 IEEE 802.15.4 64 Data, Dst: Ox0000, Src: Ox0000
456 .106801 Ox0000 Ox0000 IEEE 802.15.4 64 Data, Dst: Ox0000, Src: Ox0000
456.111746 Ox0000 Ox0000 IEEE 802.15.4 64 Data, Dst: Ox0000, Src: Ox0000
C a n n e 1 5 . 456.114174 Ox0000 Ox0000 IEEE 802.15.4 64 Data, Dst: Ox0000, Src: Ox0000
456.1196030 Ox0000 Ox0000 IEEE 8602.15.4 64 Data, Dst: Ox0000, Src: Ox0000
456.123886 0x0000 0x0000 IEEE 802.15.4 64 Data, Dst: Ox0000, Src: Ox0000
456.128742 0x0000 0x0000 IEEE 802.15.4 64 Data, Dst: ©x0000, Src: 0x0000
456.133598 0x0000 0x0000 IEEE 802.15.4 64 Data, Dst: ©x0000, Src: 0x0000
456.138249 0x0000 0x0000 IEEE 802.15.4 64 Data, Dst: Ox0000, Src: 0x0000
456.140677 0x0000 0x0000 IEEE 802.15.4 64 Data, Dst: Ox0000, Src: 0x0000
456.145533 0x0000 0x0000 IEEE 802.15.4 64 Data, Dst: Ox0000, Src: 0x0000
456.150389 0x0000 0x0000 IEEE 802.15.4 64 Data, Dst: Ox0000, Src: 0x0000
456.155245 Ox0000 Ox0000 IEEE 802.15.4 64 Data, Dst: Ox0000, Src: Ox0000
456.160101 Ox0000 Ox0000 IEEE 802.15.4 64 Data, Dst: Ox0000, Src: Ox0000
456.164034 Ox0000 Ox0000 IEEE 802.15.4 64 Data, Dst: Ox0000, Src: Ox0000
456.168891 Ox0000 Ox0000 IEEE 802.15.4 64 Data, Dst: Ox0000, Src: Ox0000
456 .173747 Ox0000 Ox0000 IEEE 8602.15.4 64 Data, Dst: Ox0000, Src: Ox0000
456.176175 0x0000 0x0000 IEEE 802.15.4 64 Data, Dst: Ox0000, Src: Ox0000
456.181031 0x0000 0x0000 IEEE 802.15.4 64 Data, Dst: Ox0000, Src: Ox0000
456.189902 0x0000 0x0000 IEEE 802.15.4 64 Data, Dst: ©x0000, Src: 0x0000
456.192330 0x0000 0x0000 IEEE 802.15.4 64 Data, Dst: ©x0000, Src: 0x0000
456.194758 0x0000 0x0000 IEEE 802.15.4 64 Data, Dst: Ox0000, Src: 0x0000
456.199614 0x0000 0x0000 IEEE 802.15.4 64 Data, Dst: Ox0000, Src: 0x0000
456.204471 0x0000 0x0000 IEEE 802.15.4 64 Data, Dst: Ox0000, Src: 0x0000
AS6 2MAQR27 AxANAA AxAAAA TFFF _R8A2 15 A4 4 Data nst - o] Src- AxANAA
» Frame 2022: 64 bytes on wire (512 bits), 64 bytes captured 00 00 1c 00 01 00 04 00 00 00 da 42 03 00 03 00
- IEEE 802.15.4 TAP of 00 00 00 Ga 00 ©1 00 70 OO 00 00 69 98 00 00
» Header ©0 00 00 O 00 00 00 00 00 00 00 00 00 00 00 00
, RSS: 109.00 dBm ©0 00 00 GO 0O 00 O 00 00 00 00 00 00 00 00 00

~ Channel assignment: Page: Default (©), Number: 15
TLV Type: Channel assignment (3)
TLV Length: 3
Channel: 15
Page: Default (0)
Padding: 00
» Link Quality Indicator: 112
[Data Length: 36]
IEEE 802.15.4 Data, Dst: 0x0000, Src: Ox0000
Data (22 bytes)
Data:
[Length:

q

22]




Further Work

® The precise mechanism causing the DoS Attack to succeed needs to be investigated and

verified. Possible causes are IEEE802.15.4 MAC sub-layer jamming or insufficient IFS period
(PHY/MAC turnaround time) in the Thread device.

® |nvestigate means to mitigate against the DoS Attack. Detection of the attack and response, i.e.
suspend network until free?

® | ook at the implications of the DoS Attack on battery powered Sleepy End Devices (SEDs),
especially the problem of battery depletion (the SED wants to (re)join a network, consuming
power).

Development GitHub:  https://github.com/SystronLab/thread-edge-testbed

Previous version - DEMO: https://github.com/SystronLab/ThreadBatteryAttack

Poonam Yadav; Nirdesh Sagathia; Dan Wade, Demo: Battery Depletion Attack Through Packet Injection
on loT Thread Mesh Network, IEEE Comsnet’24.



https://github.com/SystronLab/thread-edge-testbed
https://github.com/SystronLab/ThreadBatteryAttack
https://ieeexplore.ieee.org/author/37391797200
https://ieeexplore.ieee.org/author/726935263342974
https://ieeexplore.ieee.org/author/733082279459621
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