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Experimental session

° Survey

* BIND 9 DNS server
e as an example project

» Discussion
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Survey

https://ec.europa.eu/eusurvey/publication/
RIPE88OpenSourceWGSurvey



Survey

What makes a project trustworthy?

* "Software you consider mission critical in your
deployment”

Secure deployment practices

Risk mitigation practices
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Survey

Audience - bias
Operators "who care"

Presumably experts

e RIPE Open source WG

e RIPE DNS WG

e dns-operations list @ DNS-OARC

e Internet Systems Consortium's public channels

1 answers
/isc
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Mission critical software

ons I S %%

web [ 13 %
routing |G 11 %
e-mail 4 %
No Answer I3 %
operating system |1 %
VPN 1%

SDN controller |1 %

DHCP [0 %
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How do you build confidence? #1
documentation [ < %

active and helpful mailing list || NG 56 %6

releases are frequent/recent enough [ ENEGETEEEEEE 55 %
the software is already familiar to me || NG 438 %

we conduct thorough testing of the software I 35 %
there is more than one regular committer || NG 35 %

nistory of cves NN 23 %

0% 20 % 40 % 60 %

80 %

100 %



How do you build confidence? #2

number of open, unresolved issues_ZB %

popularity (e.g. stars on GitHub) |G 20 %
financial sponsors of the project are identified | 17 %
adequate packaging options [N 13 %
project test suite [N 13 %
software development process [ 11 %

published roadmap 7 %

badges on the project's homepage F 1%

0% 20 % 40 %

60 %

80 %

100 %



How do you verify signatures?

package manager software does that automatically 51%
make sure there is a PGP-verified path to the signature
check that .sig files match the tarball

no

don't know

0% 20 % 40 % 60 % 80% 100 %



Do you inspect source code?

no 5%
yes - manually

don't know

yes - with automated checks

0 % 20 % 40 % 60 % 80 % 100 %



How do you install software?

install packages from OS 49 %
install packages from the project

compile from source

install packages from support organization

install packages from a third party l13 %

0% 20 % 40 % 60 % 80 % 100 %



How do you mitigate upgrade risks?

can rollback deployments easily INEEEG—|—— N G5 O

only deploy stable versions [ 50 %0
testinternally [N 56 %o

incremental deployment | 30 %

check for outstanding CVEs | 25 /0
have support contracts [ 18 %

wait to see other users' reactions |G 15 %
wait couple of maintenance releases | N 13 %

never deploy a .0 version | 10 %

otherFG %

0% 20 % 40 %

60 %

80 %

100 %



How do you test before production?

testin production - it's been fine so far 46 %

testin lab with an artificial load 42 %

run some tests we developed 39 %

34 %

testin lab with a copy of real traffic

run the unit tests included with the
C 10 %
source distribution - °

don't knowF3 %

0% 20 % 40 % 60 %

80 %

100 %
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A DNS server — example project
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BIND 9 iIn numbers

First commit 1998 26 years ago!

C code 263 000 ines (w/o tests or comments)
Automake 3143 ines

Autoconf 1839 ines

M4 1626 nes

# of authors 50+ in the current codebase

# configknobs 325+ some are context dependent
# CVEs 130 mostly DoS

Visc

* attribution of old code is hard - squash & merge model
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Existing code - audit

» Who knows what's in there?!
® 26 years!

» Security audit in 2023
e https://www.isc.org/blogs/2024-bind-audit/
e 1 CVE, 2 medium severity, 6 low, 23 "nits" ...
Low-level bugs

L
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Audit limits

No DNS-protocol level bugs found

e By auditors - non-DNS experts
Meanwhile ...

CVE # Short Description

2023-50868 |Preparing an NSEC3 closest encloser proof can exhaust CPU resources

2023-50387|KeyTrap - Extreme CPU consumption in DNSSEC validator

2023-6516 |Specific recursive query patterns may lead to an out-of-memory condition

2023-5680 |Cleaning an ECS-enabled cache may cause excessive CPU load

2023-5679 |Enabling both DNS64 and serve-stale may cause an assertion failure ...

2023-5517 |Querying RFC 1918 reverse zones may cause an assertion failure when ...

2023-4408 |Parsing large DNS messages may cause excessive CPU load

18



BIND 9 vs. survey - CVEs
documentation_

active and helpful mailing list

releases are frequent/recent enough

the software is already familiar to me
versions are maintained for long enough

we conduct thorough testing of the software
there is more than one regular committer

history of CVEs

23 0p h

0% 20 % 40 % 60 %

80 %

100 %



Self-imposed policies

e Coding & review procedures

* OpenSSF software quality badge

e Lots of non-technical requirements

 |SC software defect and security vulnerability disclosure
e |ISC CVSS scoring guidelines

* A lot of invisible work

s@ 20


https://gitlab.isc.org/isc-projects/bind9/-/blob/main/doc/dev/dev.md#testing
https://www.bestpractices.dev/en/projects/299
https://kb.isc.org/docs/aa-00861
https://kb.isc.org/docs/isc-cvss-scoring-guidelines

BIND 9 vs. survey — processes
number of open, unresolved issues_ZB %

popularity (e.g. stars on GitHub) |G 20 %
financial sponsors of the project are identified | 17 %
adequate packaging options [N 13 %
project test suite [N 13 %

software development process [ 11 % 4—

published roadmap 7 %

badges on the project's homepage F 1%

0% 20 % 40 % 60 % 80 % 100 %



BIND 9 new code

* Peer review in GitLab
e Very few external contributions
» Automated tests

e Continuous integration in GitLab
e Extra things "on side"

2
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Automated tests

* Unit tests

* Integration

* Fuzzers

* Interoperability
* Stress

» Performance...
Vi

GCC Code Coverage Report

Metric Coverage
Lines 77.1%
Functions 85.5%
Branches 55.6 %

/

incl. 12 204 assertions,
65.3 % without them 23
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BIND 9 vs. survey - tests
number of open, unresolved issues—23 %

popularity (e.g. stars on GitHub) |G 20 %

financial sponsors of the project are identified | 17 %
adequate packaging options [N 13 %

project test suite [N 13 % 4—

software development process | 11 %

published roadmap 7 %

badges on the project's homepage F 1%

0% 20 % 40 % 60 %

80 %

100 %



Peer review




Peer review [N 16 files +141 -383

O ISC Open Source Projects / (@ BIND /| Merge requests | '5071

%o Merged use a fixedname buffer in dns_message_gettempname() 2515-improve-glue-cache-pe.. [f% into main

Overview 0 Commits 2 Pipelines & Changes 16

Q. Search (e.g. *.vue) (Ctrl+P) v libjdns/rbtdb.c 3

L uns 9927 - Oxfc, Oxfd, Oxfe, Oxff
9888 + static const unsigned char maptoupper[256] = {
blnclude!‘dns 9889 + [Ial] = IAI, [Ibl] = IB', [IC!] = |c|l' [Id!] = |D|' [Iel] = 'EII
h message.h +3_2OB 989@ , [I.FI] = I':I‘l [Igl] = IGF‘l [Ih!] = IHF' [IlF] = III' [I]I] = F‘JIl
9891 + [Ikl] = IKI, [Ill] = ILF, [Iml] = IMI' [Inl] = INI' [Iol] = F{]Il
EWTHSQ 9892 + [Ipl] = IPI, [Iql] = IQ'; [Ir‘F] = IR', [I ] = |s|' [I-tl] = !Tll
i i 9893 | + ['u'] = U, [vilo= Ve, [xl o= X, Uyl =y, 2] =z,
[4 libdns.def.in +0-1[] 9928 9894 }e
C message.c +56 -107 (=)
C rbtdb.c +40-129 =]

const dns_rdataset_t *rdataset, dns_name_t #*name) {

C resolver.c +0-1 (=) tel;
pprove &=

¢ tkey.c +4-18 [ te3: /+ RDATASLAB */

c tsig.c +3-6 (=)

¢ xfrin.c +0-2 [¢] 9937 - unsigned char bits;

9938 - unsigned char c, flip;
C zone.c +0-3 [ ’ C T
9301 | + rdatasetheader_t xheader = NULL;
F7 ns 9902 | + vint8_t mask = (1 << 7);
. 9903 | + vint8_t bits = 0;

c Cllent.c +12 ‘38 B 9939 9904

¢ query.c +8-210) 9940 9905 header = (struct rdatasetheader *)(raw - sizeof(xheader));
\Yr 9941 9906
kﬁ ¢ xfrout.c +0-2 (1 X @ER -9946,85 +9911,36 @@ rdataset_getownercase(const dns_rdataset_t *rdataset, dns_name_t *name) {



Release ... err, try again ...

f\ ISC (https://fosstodon.org/@iscdotorg)
@ISCdotORG

Ok, this is embarrassing. Please don't install the

@bind9 updated versions we posted yesterday. Someone reported an
error - we left out a LETTER of the ALPHABET in a streamlined routine.
We will be removing the new versions and reposting after we have a
chance to retest.

3:24 AM - Jun 18, 2021

5
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Automated tests - limits

[[J B8 |SC Open Source Projects /| (@ BIND |/ Issues | #2779

W or w characters in domain hames are altered to :
II\OOOII

© closed [} Issue created 2 years ago by Sean Zhang

Summary

We recently upgraded our bind9 from 1:9.16.16-2+ubuntul8.04.1+isc+1 to
1:9.16.17-1+ubuntu21.04.1+isc+1 and start experiencing some wildcard names not being resolved. The
resolver will return servfail . After some troubleshooting we found that:

Under certain conditions (reproducible), the name in answer will not match the name in question. Found this issue
reproducible with following conditions:

s@ 30



Peer review - limits

([] B8 |5C Open Source Projects

b

9900
9901
9902

9903
9904

5

(@ BIND

Merge requests | 15071

fo Merged use a fixedname buffer in dns_message_gettempname()

Overview 0

lib/dns/rbtdb.c [

9880
9881
9882
9883
9884
9885
9886
9887

+ static const unsigned char

};

Ox00, 0x00, Ox00, 0x00, Ox00, 0x00, Ox00, 0x00, Ox00, 0x00,
Ox00, 0x00, 0x00, 0x00, Ox00, 0x00, Ox00, 0x00, Ox00, 0x00,

Commits 2

Pipelines 6 Changes 16

Ox00, Ox00, Ox00, Bx0O

['A'] =

['F"]
['K'] =
['P"]
['U"]

‘al
I8
K
P
W,

['B']
['G"]
['L']
['q'l
['v']

maptolower[256] = {
= |br' [lcr] = ICI'-
|gr‘ [IHr] Ihlt

I

=
o~~~
= W = +H &8
e e e e e

I

= |'Lr‘ [lHr] =
= |qr' [er] = IPI, g =
- |Ur' [lxr] - IKI, RV -

2515-1improve-glue-cache-pe..

Ox00, 0x00,
Ox00, 0x00,

The matrix is square! It must be fine! =



BIND 9 Release process

Release Checklist

Before the Code Freeze

B (QAl A=base -5 ediions on top of current open-source verslons: git checkowt bind-$.1E-sub & pit rebase erigin/bind-%.1B
B (QA) inform Support and Marksting of impending rel=ass (and give estimated release dabss).

[ (0A) Ensure tere are no permanent iest fallures on any plaiform. Check pubdc and private schedulsd pipelines.

B (GA) Check charts from shotgun:+ [obis inthe scheduled pipslines to weriy there 15 no unexplained periormance drop for any

protocol.
[ (9} Check Perflab to ensuns Shers has besn no unexplained dnog In performancs for the versions being releassd.
B (oA Check wheather 3l Issuss assigned to the el m ars e’

G (QA) Ensure that there are no autstanding menge requests in the orivabe repositony’ {Subscripion Edrion only}.
G (9} Ensure all merge requests marked for backporting hane been Indeed backpored.
[ /oAl srncunce (on Matbermast] thaf the code freeze is in effect.

Before the Tagging Deadline

B QA Inspect the current gutput of the orass-version-canfig-tests fob to verty that no unexpecied backwand-incompatible change
was Introduced Inthe currem release cycle.

B (QA) Ensure rel=ase nodes are correct, ask Support and Marketing to check them as well Exampls

B (9A) Add a release marker bo CHAMEES . Examples: 7,18, .14

B (0A) Add a release marker o CHAMGES . EE (Subscriplion EdElon anly). Exarple

[ (@Al Update BIND & wersion in canfdgure_ac [3.18+) ar wersion (308).

= {5 (@) Rebuld configure using Autocont an docs.iso.org (BU1E).

« (8 (@) Update GHLab s=fings for all maintained branches ba disallow merging o them: puslic, private

B (QA) Tag the releases In the private reposkary [Qit teg -5 -m "BIAD %.%.%" wP.3.¥ |

Eefore the ASM Deadline (for ASM Releases) or the Public Release Date (for Regular Releases)

[ QA Check Shat Hes formatting ks correct for B HTRL version of release nobss,

[ (GA) Check that e formatting of the generabed man pagess Is corect

B (QA) verity GHLab I resuls for the tags created and sign off on the relzasss o be published.

- @.I'ﬂﬂ.l Updaé= GHLab s=itings for 2ll maintained branches o alow merging bo them again: public, prsate

[ {QA) Prepare {using version_buep . py | and merge MRS resetting the rel=ases notes and updating the werskon séing for each maintalned
branch.

G (QA) Aebase the Subscription Ediion branches (including recent relsass prep commis| on top of the open source branches with
updaied version sirings.

& (oAl announce (on Matbermaost] that the code Treezs is over.

B (0l Aeguest signabures Tor the tarballs, providing el location 2nd checksums. Ask sigrers on Masisrmost.

[ (signers) Ensurs that the conteris of tarballs and fags are identical.

[ (Signers] Walldabs taroall checksums, sign tarballs, and upioad sianatures.

[ QA verity tarball signatures and check tarball checksums agaic Aun publish_bdnd.sh onrepo.dsc.ong to pre-publish

= {5 (@4) Pre=pare the patches) subdrechory for ssch ssourity reizass | applicaske),

B /9A) Pre-publlsh A5M andior Bubscorpfion Edilon tarballs so that packages can be buil.

I (9A) Bulld and test £5H and/or Subscripion EdElon packages (in clowdsmith branch in private repc). Exanple

« (%) (Miarketing) Prepare and serd out A5H emalls [as outlined In the CWVE checklist; if applicable).

On the Day of Public Relzase

» & fig ) Walt for clearance from Secury Officer 1o proceed with the pubdc release (H applcable).

E (9A] Place farballs In public kacalon on FTF she,

& QA Inform Marketing of the releass, providng FTP Unks Tor b published tarballs,

B (QA) Use the Printing Press propsct 1o prepars a relsase announcement small

[ (Morketing) Fublish Unks to downloads on ESC websibe Sxanple

[ (Marketing) Update the BIND -5 information document in 5F with download Unks to e new versions. (I this 1s 2 security rsisase, this
will have alrsady been done as part of the ASH process.)

E {Marksting) Update the Curent Sofware Versions documsnt In the SF portal If any slable wersions wers releassd.

E {Marksting) S=nd the release announcament 2mall 1o the bingd-announcs malling st [and 1o knd-users 3 major release - examale).

[ (Morketing) Anncunce release on soclal media sites,

[ (Marketing) Update Wikip=dia eriry for BIND.

H (Support] A0d the new relzases o the vulnerablity matri In the Enowledge Base.

[ (Support] Update tickets In cass of waling SUppat customers.

B (QA) Bulld and best arry cutstanding private packages In private repo, Exanple

3 (QA) Bulld pubdc RPMS. Exarple commlt which iriggers Copr bulids 2tomatically

[ (SwEng) Bulld Debdan/Uburdu packages.

H (SwERQ Updat= Docker fles hers and make sure push Is synchrontzed ta GiHul. Docker Hub should pick i up automatically. Exanple

H (@A) Enizure all new ags are annotated and signed. git show --shoe-signeture v9.1%.12

[ (@Al Push tags for the pubdshed relzasss to the public repostory.

B (Qa) Using merpe_tag.py . mengs published releas= tags back iro the their rel=vant developmendimalné=nance branches.

= (@A) Enisure allow_fallure: true is removed fromthe cross-versien-config-tests job I it was s=f during the curent releass
Cyohe

[ (QA] Sanitize confidertial Issues which are assigned to the current release milesione and do not describe a securtty vulnerabiizy, then
make them public.

= 5 (@4) Saniize confidential lssues which are assigned 1o older relzase milesiones and describe securky vulnerabiibes, then maks
themn pubillc B apgroprate”.

H (@Al Update O toals used in GELab ©1 (=g, Black, FyLint, Sphinx} by moditying She reb=vant Dookestile

E QA Aun a pipadine bo rebuld 2ll Images ussd In GHLak CL

H QA Update metadats.ison whh the upcoming relzase informabion.

33



BIND 9 release process

» Check list of changes that went in (again)
» Polish docs
* Run tests (again)
* Generate tarball
e Check reproducibility
* Sign
* Publish

* Build packages
/isC

2
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BIND 9 tarball checks

 Git = tarball reproducibility

e https://gitlab.isc.org/isc-projects/BIND
9/-/blob/main/util/release-tarball-comparison.sh

e 100 lines
e easy enough for independent review

5
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BIND 9 tarball signing

* Dedicated VM
e takes tarball from Gitlab
e requests GPG signature
* Signer — person
e SSH into the VM
e forwards GPG agent socket

L

Visc

m
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BIND 9 vs. survey - signatures

package manager software does that automatically 51%

make sure there is a PGP-verified path to the signature 24 % 4—-_
check that .sig files match the tarball
no

don't know

0% 20 % 40 % 60 % 80% 100 %



BIND 9 package build

* Our RPM packages build in Gitlab
» Copr, Launchpad, Docker, etc. - manual

build

@ hind-dev-eld:build

@ bind-devel9:build

bind-esv:el7:build

bind-esv:el8:build

bind-esv:el8:build

bind:el7:build

bind:el8:build

bind:elS:build

2

-~

push

@ bind-dev:elB:push

@ bind-dev:eld:push

bind-esvel?:push

bind-esv-el8:push

bind-esv-eld:push

bind:&l7:push

bind:el8:push

e © 0o o © o

bind:el@:push

install:staging

@ bind-dev:el&-install-staging

@ bind-dev:elinstallstaging

bind-esw:el7install:staging

bind-esw:elf:install:staging

bind-esv:elD:install:staging

bind:el7:install:staging

bind:el8:install:staging

e o0 o o o ©

bind:el3:install:staging

update:staging

@ hind-dev-eld:update:staging

@ bind-devel9:update:staging

bind-esv:el7:.update:staging

bind-esv:el8-update:staging

bind-esv:elf-update:staging

bind:el7:update:staging

bind:elB:update:staging

@ ©¢ 0 o o ©

bind:elf8-update:staging

]

upgrade:staging

e o o o ©

bind-esw-to-bind-dew:el8:upgrade:staging

bind-esv-to-bind-dew:el8:upgrade:staging

bind-esv-to-bind:el7:upgrade:staging

bind-esv-to-bind:el8:upgrade:staging

bind-esv-to-hind:el@-upgrade:staging

bind-to-bind-dev:elB:upgrade:staging

bind-to-bind-dev:elf-upgrade:staging

promote

@ bind-dev:elf:promote

@ bind-develd:promote

bind-esv:el7:;promote

bind-esv:al8:promote

bind-esv:eld:promate

bind:el?:promate

bind:el8:promote

e © o o0 o ©

bind-el®:promate

install:production

]

e © o o o © ©

bind-dev:alB:install:production
bind-dev:el®instal:production
bind-esv:el¥install:production
bind-esv:el8:install:production
bind-esv:eldinstall:production
bind:alF:install:production

bind:el8:install:production

bind:el®:install:production

38
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BIND 9 vs. survey — packages

install packages from OS 49 %

install packages from the project 24 % 4———

compile from source

install packages from support organization

6 0/0 H

install packages from a third-party |3 %

0% 20 % 40 % 60 % 80 % 100 %



BIND 9 team vs. survey

Team Survey
priority priority
CVE frequency #1 #8
Cl & automated tests #1 #11
code reviews & standards  #1 #13

L
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Thank you!

°*Main website: https://www.isc.org

* Software downloads:

https://www.isc.org/download or
https://downloads.isc.org

* Presentations: https://www.isc.org/presentations
*Main GitLab: https://gitlab.isc.org

sm All content © Internet Systems Consortium, Inc.
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