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WHY ADOPT IPv6 ON AWS?

Improve
network
scalability
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Start

building
experience

(%)

Minimize
NAT (public
& private)

+.

Simplify
global
connectivity



Improve
network
scalability

SIMPLY MORE ADDRESSES
NO MORE SUBNETTING CHALLENGES

IPV6-ONLY DEPLOYMENTS SUPPORTED

Start
building
experience

EASY TO DEPLOY & TEST

BUILD BACWARDS COMPATIBILITY WITH IPV4

ADDRESS WHAT BRINGS VALUE
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(%)

Minimize
NAT (public
& private)

NO NEED FOR PUBLIC NAT
NO NEED FOR PRIVATE NAT

IMPROVED VISIBILITY & SECURITY

Simplify
global
connectivity

NO MORE OVERLAPPING IPs
INTEGRATE MERGERS AND ACQUISITIONS

SUMMARIZATION AND EFFICIENT ROUTING



Approaches

IPv6 adoption on AWS

-
*
*
_—
-

X A
aWS © 2024, Amazon Web Services, Inc. or its affiliates. All right’eserved.

N .

) - -



aws
~—

IPv6 adoption
approaches
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@ Outside in (Edge first)
/w) Inside out (Internal first)



Outside in
(Edge first)

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
p



IPv6-enabled end-client experience’

/-9( Expanded user base in geographies with high IPv6 adoption

Qutside in "
(Edge first)

No CGNAT in Service Provider networks for IPv6 clients

\—( Contribute to, and facilitate global IPv6 usage increase

aWS’ © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved. 1CheCk https://stats. labs.a Dnic.net/V6Derf/XA



https://stats.labs.apnic.net/v6perf/XA
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Outside in
_j (Edge first)
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We have enabled IPv6 on our load balancers (ALB) and CloudFront distributions so customers can already
reach our services through IPv6. It turned out to be a very smooth process without any hiccups.

Within a short amount of time we were able to report nearly 40 percent of our customer traffic to be IPv6

Hendrik Bergunde, Team Lead Technology - Aroundhome

Read more



Inside out
(Internal first)
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Unlock scale for container and platform deployments

/—9( Scale internal network connectivity
‘\ Inside out

(Internal first)

Accelerate the integration of merger and acquisitions

\—( Build familiarity with IPv6, adjust internal tooling

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Inside out
(Internal first)
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“IPv6 adoption in the internal network enabled the full IP reachability Netflix needed across the thousands

of VPCs without the need for Network Address Translation. Also, the Egress-only Internet Gateway helped
maintain the private subnets security posture.

Enabling IPv6 across the Netflix streaming platform in AWS enabled continued hyperscale growth, scalability
and innovation.”

Donavan Fritz, Senior Network SRE - Netflix

Read more



IPv6 adoption on AWS

More customer stories
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IPv6 adoption on AWS . s Y
Outside in and Inside out are complementary
approaches!
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eFOCLIS areas

IPv6 adoption on AWS




IPv6 adoption focus areas

i, %

Network Operating system

Services & tools

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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D Where to start

IPv6 adoption on AWS /
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IPv6 adoption
where to start
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é’@ IPv6 addressing plan

>
/’\\\ Dual stack Amazon VPC



IPv6 addressing plan
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Dual stack Amazon VPC
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Amazon-provided GUA (VPC-level)



. Amazon VPC

IPv6 addressing plan

iz

f;b 10.1.0.0/16
e

2001:db8:1234:1a00::/56 (gefauit IPvs prefix size )

(Amazon-provided GUA)

Dual stack Amazon VPC

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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VPC > YourVPCs > Create VPC

Create VPC .

A VPC Is an isolated portion of the AWS Cloud populated by AWS objects, such as Amazon EC2 instances.

VPC settings

Resources to create info
Create only the VPC resource or the VPC and other networking resources.

@® VPConly (O VPC and more

Name tag - optional
Creates a tag with a key of '"Name' and a value that you specify.

[ My-New-VPC

IPv4 CIDR block info
@® IPv4 CIDR manual input
(O IPAM-allocated IPv4 CIDR block

IPv4 CIDR

10.1.0.0/16

CIDR block size must be between /16 and /28.

Dual stack Amazon VPC

IPv6 CIDR block info

(O No IPv6 CIDR block

(O IPAM-allocated IPv6 CIDR block
@® Amazon-provided IPv6 CIDR block
(O IPv6 CIDR owned by me

Network border group
A network border group is a unique group of Zones from where IPv4 and IPv6 IP addresses are advertised. All Availability Zones in this VPC
will use this network border group.

l us-east-1 v I
Tenancy Info
| Default v |

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Dual stack Amazon VPC
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VPC > YourVPCs ) vpc-0f19b5e8b3608e070 / Plink-cost-test-vpc-local > Edit CIDRs

Edit CIDRS i«

Add or remove CIDR blocks for your VPC.

IPv4 CIDRS 1o

CIDR | status |
10.11.1.0/24 © Associated | Remove

| Add new IPva CIDR |

IPv6 CIDRS info

CIDR (Network border group) Pool

You have no IPv6 CIDR bloci

Add new IPV6 CIDR |

Select CIDR

.




VPC > YourVPCs ) vpc-Of19b5e8b3608e070 / Plink-cost-test-vpc-local > Edit CIDRs

Edit CIDRS i

Add or remove CIDR blocks for your VPC.

Dual stack Amazon VPC

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Dual stack Amazon VPC
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. Amazon VPC

10.1.0.0/16
2001:db8:1234:1a00::/56

(Amazon-provided GUA)

2001:db8:1234:1a01::/64

10.1.255.0/28
2001:db8:1234:1a02::/64

2001:db8:1234:1a03::/64

10.1.64.0/22
2001:db8:1234:1a04::/64

10.1.254.128/25
2001:db8:1234:1a05::/64

2001:db8:1234:1a06::/64

1.55.0/24
1b8:1234:1a07::/64




'Amazon VPC

10.1.0.0/16
IPv6 CIDR: /44 -> /60 Giered IPv6 prefix size)

Dual stack Amazon VPC (Amazon-provided GUA>

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Dual stack Amazon VPC
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. Amazon VPC

10.1.0.0/16
IPv6 CIDR: /44 - /60

Q-\mazon-provided GUA)

/44 > [64

10.1.255.0/28
/44 > [64

/44 > [64

10.1.64.0/22
/44 > [64

10.1.254.128/25
/44 > 64

/44 > [64

55.0/24
1 > /64




. Amazon VPC

10.1.0.0/16

Amazon-provided IPv6 Prefix
Dual stack Amazon VPC ( assigned by dEfa“‘D
aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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IPv6 addressing plan \ Amazon-provided GUA (VPC-level)

@ ~ Amazon-provided contiguous IPv6

I GUA prefixes

&

Dual stack Amazon VPC

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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(new)

Amazon VPC
IP Address Manager

Amazon-provided contiguous
IPv6 prefixes
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AMAZON

VPC
IPAM

F Region

AWS account

[ Public Scope
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Amazon VPC
IP Address Manager

aws
N1

© 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Free
tier

For IP management in a
single AWS Region and
account

Amazon-provided contiguous IPv6
blocks per Region and account

Advanced
tier

For IP management
across two or more AWS
Regions and accounts

Amazon-provided contiguous IPv6 blocks
across multiple Regions and accounts



Dual stack Amazon VPC
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IPv6 addressing plan
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Amazon-provided GUA (VPC-level)

Amazon-provided contiguous IPv6
GUA prefixes

Bring your own IPv6 (BYOIPv6)
GUA prefixes
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IPv6 addressing plan
BYOIPv6

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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INn Amazon
EC2

You can bring each address range
to one AWS Region at a time

You cannot share your IP address
range with other accounts

You can control if CIDRs in a pool
can be publicly advertisable or not

The most specific IPv6 address
range that you can bring is /48 for
CIDRs that are publicly advertisable

and /56 for CIDRs that are not

publicly advertisable

With VPC
IPAM

You can bring each address range
to an IPAM top level Pool, and
further split it across multiple
Regional pools

You can share your IP address
range with other accounts

You can control if CIDRs in a pool
can be publicly advertisable or not

The most specific IPv6 address
range that you can bring is /48 for
CIDRs that are publicly advertisable
and /60 for CIDRs that are not
publicly advertisable



( Public Scope

Top level pool -( 2605:9cc0:1ff0::/44>

(2605:9cc0:1ff0::/48 ) C 2605:9¢cc0:1ff4::/48 ) ( 2605:9¢cc0:1ff8::/48 )
IPv6 addressing plan i - -

BYOIPv6

@Bw] 0 eaae @m0 0O eB&am ami 0O &8 am
] asllooe ] En00oOm ] Eadf Om
m&El O sem. mal O ees L O mma
Ue L |simpm] LW m&al0oOm ml g | |simas]

adWs © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved. : . o : .
SN—"7 Note: The prefix used for this presentation is an Amazon-owned IPv6 prefix, and prefix sizes are examples.
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IPv6 address
planning summary

Provisioning Globally Internet Internet NAT66 / | Summarization Considerations
Unique advertisement | Connectivity | NPTv6 capabilities
\[o]
Amazon- : : recommended
provided IPv6 \D/;Drgcltelzealt i Yes AWS advertised E\?\;ge =l Egtuired No for large scale
GUA (VPC-level) 9 deployments
(many VPCs)
o Facilitates growth
provided Amazon VPC . Native on Not Yes, for all VPCs | on AWS, doesn't
contiguonelE IPAM free or Yes AWS advertised AWS Required created from the | require you to
. advanced tiers same IPAM Pool | own IPv6
prefixes
addresses
Native on
AWS if Not Facilitates growth
advertised Required on AWS, requires
Amazon EC2 from AWS Yes, for all VPCs | you to own IPv6
BYOIPv6 or Amazon Yes Configurable i created from the | addresses, and
VPC IPAM On-premises same BYOIP pool | prove ownership
if advertised | Not through the
from on- Required BYOIPV6 process.
premises

© 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.




IPv6 design
Dual stack Amazon VPC



Dual stack Amazon VPC

IPv6 design

CDual stack VPC)

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Amazon VPC

Availability Zone 1

Subnet
10.0.0.0/24

Subnet
10.0.1.0/24

10.0.0.0/16 + 2001:db8:1234:1a00::/56 (upto 5) ( Dual stack VPC )

Availability Zone 2

Subnet
10.0.2.0/24

Subnet
10.0.3.0/24




(VPC routing)

. Amazon VPC Destination Target :;212?2
10.0.0.0/16 + 2001:db8:1234:1a00::/56 (up to 5) | 10-00.0/16 Local
2001:db8:1234:1a00::/56 Local

: Availability Zone 1 : : Availability Zone 2 :
1 1

: Subnet : : Subnet :

. 10.0.0.0/24 : I 10.0.2.0/24 .

1 1

| : | .

| | ! !

| | I !

| | I !

| | I !

| | ! !

| | I !

| | ! !

Dual stack Amazon VPC : P i : P :

) , 10.0.1.0/24 : I 10.0.3.0/24 I

IPv6 design ! ! : :
1 1

| | 1 1

| | 1 1

1 1

CDualstack VPC) : : : :
1 1

( veC routing ) L i ! L i :

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
N1



Amazon Route 53

G Amoon vec
10.0.0.0/16 + 2001:db8:1234:1a00::/56 (up to 5) VPC CIDR +2
_________________________________________ fd00:ec2::253
: Availability Zone 1 : : Availability Zone 2 :
| |
: Subnet : : Subnet :
i 10.0.0.0/24 ] I 10.0.2.0/24 "
| |
: i | |
I I . .
| | | |
| 1 | |
| 1 | 1
I | ! .
| | 1 1
| 1 | |
Dual stack Amazon VPC : o i : o :
. , 10.0.1.0/24 : I 10.0.3.0/24 I
IPv6 design ] . : :
| |
| | | |
| | | |
I I . :
(Dualstack VPC) I I : :
| |
(__vPc routing ) T J | ool s | [En
C VPC DNS ) 172.16.2.0

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Amazon Route 53

. Amazon VPC

10.0.0.0/16 + 2001:db8:1234:1a00::/56 (up to 5) VPC CIDR +2
fd00:ec2::253

Availability Zone 1 Availability Zone 2

Subnet
10.0.2.0/24

. Subnet
10.0.3.0/24

2001:db8:1234:1a02::/64

. Subnet
2001:db8:1234:1a03::/64

Subnet
10.0.0.0/24

. Subnet
10.0.1.0/24

2001:db8:1234:1a00::/64

. Subnet
2001:db8:1234:1a01::/64

Dual stack Amazon VPC

IPv6 design

(Dual stack VPC)

C VPC subnet types )

0 172.16.0.0
C VPC routing ) 172.16.1.0
C VPC DN S ) 172.16.2.0

(_ vPcC subnets )

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Amazon Elastic Compute
Cloud (EC2)

Amazon Elastic Kubernetes
Service (EKS)

Amazon Elastic Container
Service (ECS)

IPv6 support for
Amazon Compute Services'

AWS Lambda

Amazon LightSail

aWS © 2024, A Web Servi Inc. or its affiliates. All right: d. a Q
g B e s, ATrigh reserve "more services at: https://docs.aws.amazon.com/vpc/latest/userguide/aws-ipv6-support.html



. Amazon VPC

10.0.0.0/16 + 2001:db8:1234:1a00::/56 (up to 5)

Availability Zone 1

IPv4-only Subnet . Dual stack Subnet . IPv6-only Subnet

10.0.0.0/24 10.0.0.0/24 2001:db8:1234:1a01::/64
2001:db8:1234:1a00::/64
11101 11111 1110l

Elastic Elastic Elastic
network network network
interface interface interface

10.0.0.25 10.0.0.25 2001:db8:1234:1a01::ec2
2001:db8:1234:1a00::ec2

IPv6 support for Amazon
Compute Services

Amazon EC2

e o e o e e o e mm o mm mm mm mm mm mm e mm m mm o mm mm e mm e mm e e mm e e mm e e mm e e e e mm e e e e e e e o =

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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IPv6 support for Amazon
Compute Services

Amazon EC2

NEW FOR NITRO
INSTANCES

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
N1

Amazon VPC
10.0.0.0/16 + 2001:db8:1234:1a00::/56 (up to 5)

Availability Zone 1

. Dual stack Subnet . IPv6-only Subnet

10.0.0.0/24 2001:db8:1234:1a01::/64

2001:db8:1234:1a00::/64
Lilll L1111

Elastic Elastic
] network network
interface interface

10.0.0.25 2001:db8:1234:1a01::ec2
2001:db8:1234:1a00::ec2

CONFIGURABLE DHCPv6
LEASE TIME (140 TO
2147483647s)




. Amazon VPC

10.0.0.0/16 + 2001:db8:1234:1a00::/56 (up to 5)

Availability Zone 1

. Dual stack Subnet | MR

10.0.0.0/24

AhQ- i . Pod 1: 2001:db8:1234:1a00::1
200l e e L Pod 1: 2001:db8:1234:1a00::2

IPv6 support for Amazon
Compute Services

Amazon EKS

Elastic

network ]

interface

100025 (Native NAT64)
2001:db8:1234:1a00::ec2 + /80 assigned prefix

Dual stack ingress Load
Balancer Controller integration/ 1+ |  S- - - - - - - - - - - - - - - o T T T T T T T T T T T T T T T T T T T T T T E T T

|
|
|
|
|
|
|
|
|
|
I - w
|
I T Pod N: 2001:db8:1234:1a00::x
|
|
|
|
|
|
|
|
|
1
|
|
|

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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. Amazon VPC

10.0.0.0/16 + 2001:db8:1234:1a00::/56 (up to 5)

Availability Zone 1

| |

! |

! |

! |

: . Dual stack Subnet :

| 10.0.0.0/24 |

: 2001:db8:1234:1200:/64 ;

! |

! 00— EcS Task I

| n_ 1

! |

| | 1

IPv6 support for Amazon | :
. | Elastic :

Compute Services . network | |[E] :
| interface 1

! |

Amazon ECS . 10.0.0.25 :
: 2001:db8:1234:1a00::ec2 :

! I

! |

! |

Supported in AWSVPC mode
for both EC2 and Fargate / ¢+ | - - - - - - - T T T T T T T T T T T T T T T T T T T T T T T T T T T

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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IPv6 support for Amazon
Compute Services

AWS Lambda

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.

N1

=

Dual stack endpoint: lambda.region.api.aws

AWS Lambda

. Amazon VPC

10.0.0.0/16 + 2001:db8:1234:1a00::/56 (up to 5)

Availability Zone 1

Dual stack Subnet
10.0.0.0/24
2001:db8:1234:1a00::/64

Lambda
Function

Elastic
network
interface

10.0.0.25
2001:db8:1234:1a00::ec2

e o e o e e e e o e mm o mm e mm e mm e e mm e mm mm m mm e e mm e M e e mm e e o e e e e mm e e e e e e = o =




IPv6 support for Amazon
Compute Services

Amazon Lightsail

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
N1

Amazon Lightsail \

The easiest way to get started with Amazon
Web Services (AWS) - Build applications and
websites quickly, with bundled pricing and pre-
configured cloud resources

mdes everything you need to launch your

project quickly:

» instances (virtual private servers),

e container services,

* managed databases,

» content delivery network (CDN) distributions,
» load balancers,

» SSD-based block storage,

e static IP addresses,
« DNS management of registered domains,
and resource snapshots (backups)



IPv6 is enabled by default for Lightsail
instances, container services, CDN
distributions, and load balancers.

\e@nly instance plans are available (New)

Easy migration options between @\

dual stack and IPv6-only instance
plans are available

IPv6 support for Amazon
Compute Services

Amazon Lightsail

Amazon Lightsail

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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." 3 ~ AWS native :
IPv@backwards compatibility W|th IPv4
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F Region :
Recursive DNS
lookup

. Amazon VPC Amazon Route 53
10.0.0.0/16 + 2001:db8:1234:1a00::/56 (up to 5) Answer: 1.2.3.4

Route 53 Resolver
IPv4 VPC CIDR+2

fd00:ec2::253

Q: Who is
some-v4-only-domain.example.com?

Dual stack Amazon VPC

IPv6-only subnet
2001:db8:1234:1a00::/64

/
IPv6 backwards compatibility

2001:db8:1234:1a00::ec2

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
N1



Dual stack Amazon VPC
IPv6 backwards compatibility

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.

N1

C

Recursive DNS
lookup

. Amazon VPC

10.0.0.0/16 + 2001:db8:1234:1a00::/56 (up to 5)

. IPv6-only subnet
2001:db8:1234:1a00::/64

2001:db8:1234:1a00::ec2

Amazon Route 53

Route 53 Resolver
IPv4 VPC CIDR+2

fd00:ec2::253

DNS64 settings

¥ Enable DNS64 Info

Enable DNS64 to allow IPv6-only services in Amazon VPC to communicate with IPv4-only services and networks.




Dual stack Amazon VPC

IPv6 backwards compatibility

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
N1

F Region

C

Recursive DNS
lookup

)

. Amazon VPC

Q: Who is
some-v4-only-domain.example.com?

IPv6-only subnet

2001:db8:1234:1a00::ec2

2001:db8:1234:1a00::/64

L /
TTTTT e

DNS64

10.0.0.0/16 + 2001:db8:1234:1a00::/56 (up to 5)

Answer:
64:ff9b::1:2

Route 53 Resolver
IPv4 VPC CIDR+2

fd00:ec2::253

:3:4

Amazon Route 53



Dual stack Amazon VPC
IPv6 backwards compatibility

(onsea) (+ ) (NAT64)

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.

N1

Amazon VPC

10.0.0.0/16 + 2001:db8:1234:1a00::/56 (up to 5)

Destination

Target

10.0.0.0/16

Local

20071:db8:1234:1a00::/56 |Local

64:ff9b::/96

NATGW

. IPv4 subnet
10.0.0.0/24

. IPv6-only subnet

2001:db8:1234:1a00::/64

»
»

IP source = 10.0.0.20
> NAT Gateway IP destination = 1.2.3.4

10.0.0.20

2001:db8:1234:1a00::ec2 C IP source = 2001:db8:1234:1a00::ec2

IP destination = 64:ff9b::1:2:3:4

)

# pnse4




Connectivity

Dual stack Amazon VPC
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Dual stack VPC
connectivity

2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Internet connectivity



Dual stack Amazon VPC

Internet connectivity

CPublic subnets)

aws

N1

© 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.

. Amazon VPC

( Public subnets )

Destination Target
10.0.0.0/16 Local
2001:db8:1234:1a00::/56 |Local
0.0.0.0/0 [
::/0 IGW

10.0.0.0/16 + 2001:db8:1234:1a00::/56 (up to 5)

. Subnet
10.0.0.0/24

EIP: 10.0.1.4 <> 18.4.2.1

EIP: 10.0.0.4 <> 53.1.23.4 8

10.0.0.4 <

. Subnet
10.0.1.0/24
2001:db8:1234:1a00::/64

10.0.1.4 <«

R —

[
»

2001:db8:1234:1a00::ec2

A

oD

Internet

—— IPv4

2

Internet ——» |py4

Gateway

> |Pv6

R

IPv6




Dual stack Amazon VPC

Internet connectivity

CPublic subnets)

aws

N1

. Amazon VPC

10.0.0.0/16 + 2001:db8:1234:1a00::/56 (up to 5)

Subnet
10.0.0.0/24

< Public IPv6-only

) F Subnet

10.0.1.0/24
2001:db8:1234:1a00::/64

subnets
Destination | Target
10.0.0.0/16 Local
2001:db8:1234:1a00::/56  |Local
/0 IGW
64:ff9b::/96 NATGW
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Dual stack Amazon VPC

Internet connectivity

CPublic subnets)
(Private subnets)

aws
~—

( Public subnet )

Destination Target
10.0.0.0/16 Local
Amazon VPC
. 2001:db8:1234:1a00::/56 |Local
10.0.0.0/16 + 2001:db8:1234:1a00::/56 0.0.0.0/0 IGW
. Subnet . Subnet
10.0.1.0/24 10.0.0.0/24
:lllll: D |i ]l
C Private subnets ) 10.0.1.4 'PublicNAT
I Gateway Internet
Destination Target Gateway
Subnet
10.0.0.0/16 Local . 10.0.2.0/24
20071:db8:1234:1a00::/56 |Local 2001:db8:1234:1a00::/64
0.0.0.0/0 NATGW Ty
/0 EIGW 1 E

10.0.2.4
2001:db8:1234:1a00::ec2

oD

Internet

2

—|Pv4

A

— > IPv4
— IPv6

» Egress-only —
Internet
Gateway
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i F Region @
| Inte-rnet
. Amazon VPC

10.0.0.0/16 + 2001:db8:1234:1a00::/56
Subnet Subnet
F 10.0.1.0/24 . 10.0.0.0/24

> |r =|| 8
> DH—D » —71—>IPv4
(Private IPv6-only> FSubnet <

subnets 0IG72a /2 Public NAT
: 2001:db8:1234:1a00::/64 ‘(‘Sat'gway Internet
Destination Target . Subnet Gateway —— |pv4
10.0.0.0/16 Local 2001:db8:1234:1a01::/64 » IPV6
2001:db8:1234:1a00::/56 |Local
Dual stack Amazon VPC
/0 EIGW Bl E
Internet connectivity SRR NATGW | | 5001:db8:1234:1201:ec2 > i B &
® onses J8l
Egress-only
(Public subnets) Internet
Gateway
(Private subnets) |

aws
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VPC to VPC connectivity



Dual stack Amazon VPC

VPC to VPC connectivity

(: VPC Peering :)

aws
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. Amazon VPC-1

10.0.0.0/16 + 2001:db8:1234:1a00::/56

__

VPC
peering

VPC-1 Route
Table(s)

)

Destination

Target

10.0.0.0/16

Local

2001:db8:1234:1a00::/56

Local

10.1.0.0/16

PCX-ID

2001:db8:1234:1b00::/56

PCX-ID

. Amazon VPC-2

10.1.0.0/16 + 2001:db8:1234:1b00::/56

VPC-2 Route
Table(s)
Destination Target
10.1.0.0/16 Local

2001:db8:1234:1b00::/56 |Local

10.0.0.0/16 PCX-ID
2001:db8:1234:1a00::/56 |PCX-ID




Internet
Gateway

@

Egress-only
Internet
Gateway

Dual stack Amazon VPC

(vPc-1 Route Table(s))

Destination Target
10.0.0.0/16 Local
2007:db8:1234:1a00::/56 |Local

/0 IGW/EIGW
RFC1918 TGW

IPv6 summary route TGW

Amazon VPC-1

10.0.0.0/16+ 2001:db8:1234:1a00::/56

. TGW attachment subnet
10.0.0.0/24

2001:db8:1234:1a00::/64

TGW ENI

(vPc-2 Route Table(s))

Destination Target
10.1.0.0/16 Local
2001:db8:1234:1b00::/56 |Local

/0 IGW/EIGW
RFC1918 TGW

IPv6 summary route TGW

VPC to VPC connectivity

C VPC Peering )

CAWS Transit Gateway)
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Amazon VPC-2

10.1.0.0/16 + 2001:db8:1234:1b00::/56

. TGW attachment subnet
10.1.0.0/24

2001:db8:1234:1b00::/64

TGW ENI

Internet
Gateway

@

Egress-only
Internet
Gateway

(TGW Route

Table(s) )

AWS Transit Gateway

Destination

Target

10.0.0.0/16

VPC-1 attachment

2001:db8:1234:1a00::/56

VPC-1 attachment

10.1.0.0/16

VPC-2 attachment

2001:db8:1234:1b00::/56

VPC-2 attachment




E J_Z Region

VPC A
Dual stack

VPCB
Dual stack

VPC C
IPv4-only

. AWS Cloud WAN

(1Ppva & 1Pv6)

Dual stack Amazon VPC

Network segment A

VPC to VPC connectivity

Network segment B

( VPC Peering )

Network segment C

(AWS Transit GatewaD

( AWS Cloud WAN )
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Internet connectivity

VPC to VPC connectivity

Dual stack VPC
connectivity

Hybrid connectivity
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BFE@E .

DX Point of
[i Amazon VPC . presence . Corporate
data center
Public VIF e,
$ I%Ie @Ill lllll@
-O Private VIF

DX Customer D)@

Gateway LSSy gateway Router

Dual stack Amazon VPC

Hybrid connectivity [ Region

(AWS Direct Connect)

@) ---------------- : (IPv4 & IPv6 BGP PEERS)

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
N1



. DX Point of . Corporate
\ ' presence
; data center
AWS Transit Transit VIF
Gateway ........ $ @ %u-- anjmEm

DX Customer DC

Gateway DEALE Ly gateway Router

Dual stack Amazon VPC

Hybrid connectivity

CAWS Direct Connect)

(1Pv4 & IPv6 BGP PEERS)

AWS Transit
Gateway
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Dual stack Amazon VPC
Hybrid connectivity

CAWS Direct Connect)
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AWS Cloud WAN i

Network segment C

AWS Transit
Gateway

AWS Transit
Gateway

DX Point of
presence

-

DX Router

Customer
gateway

. Corporate
data center

DC
Router

(1Pv4 & IPv6 BGP PEERS)




Dual stack Amazon VPC

Hybrid connectivity

CAWS Direct Connect)

Q—\WS Site-to-Site VPI\D
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AWS Transit
Gateway

2

[®

AWS Site-to-site VPN (\b
connection A — IPv4 T-J,
Internet
>

AWS Site-to-site VPN
connection B - IPv6

8
D

Customer
Gateway

Corporate
data center

192.168.0.0/16
2001:db8:5678::/56

/30 IPv4
/126 IPv6

inner Tunnel IPs
inner Tunnel IPs




Dual stack Amazon VPC
Hybrid connectivity

(AWS Direct Connect)

Q—\WS Site-to-Site VPN)
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AWS Cloud WAN i

(7]
AWS Site-to-site VPN
connection A — IPv4

Network segment C

AWS Site-to-site VPN
connection B - IPv6

&

Internet

(7]
AWS Site-to-site VPN
connection C - IPv4

AWS Site-to-site VPN
connection D — IPv6

]
D

Customer
Gateway

Corporate
data center

192.168.0.0/16
2001:db8:5678::/56
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Elastic Load Balancing

IPv6 for
AWS Application
Networking
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IPv6 for application
networking

Elastic Load Balancing

CApplication Load Balancer)
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my-loadbalancer-1234567890.us-east-1.elb.amazonaws.com

Amazon VPC : .
Internet Egress-only
10.0.0.0/16 Gatdway AAAA records: IPv6 addresses Internet

2001:db8:1234:1a00:/56 A records: Elastic IPv4 addresses Y

Availability Zone 1 Availability Zone 2

. ELB Subnet - Public/Private ~1"" Application g ELB Subnet — Public/Private
10.0.0.0/24 Load °1Q;OA‘I .0/24
2001:db8:1234:1a00::/64 ,.-** 20071db8:1234:1a01::/64
Balancer || 7 %l

o =)

ALB ENIs
IPv4 + IPv6

ALB ENIs
IPv4 + IPv6

Targets Subnet

. Targets Subnet

o) - (@ i

Targets can be
IPv4 or IPv6




my-loadbalancer-1234567890.us-east-1.elb.amazonaws.com

10.0.0.0/16 Gatéway AAAA records: IPv6 addresses Internet
2001:db8:1234:1a00::/56 v Gateway

Availability Zone 1 Availability Zone 2

. ELB Subnet - Public ~1"" Application g ELB Subnet - Public
10.0.0.0/24 Load JQ;OA‘I .0/24
2001:db8:1234:1a00::/64 ,.-** 2001db8:1234:1a01::/64
Balancer || 7 %o

ALB ENIs
IPv4 + IPv6

ALB ENIs
IPv4 + IPv6

Targets Subnet

. Targets Subnet

@@ |
networking

Elastic Load Balancing

(Targets can be>
IPV6-ONLY IP|v4 or IPIv6
INTERNET-FACING ALB

IPv6 for application
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my-loadbalancer-1234567890.us-east-1.nlb.amazonaws.com

@) ®
Amazon VPC Intenet Egress-only

10.0.0.0/16 Gatdway AAAA records: IPv6 addresses Internet
2001:db8:1234:1a00:/56 ¥  Arecords: Elastic IPv4 addresses Y

Availability Zone 1

. ELB Subnet — Public/Private
10.0.0.0/24
2001:db8:1234:1a00::/64 .+

Availability Zone 2

ELB Subnet — Public/Private
.10.0.1.0/24
206]:db8:1234:1a01:/64

NLB Hyperplane ENI
IPv4 + IPv6

Network '
Load
Balqncer

=)

NLB hyperplane ENI
IPv4 + IPv6

. Targets Subnet

Targets Subnet

networking

Elastic Load Balancing

Targets can be
IPv4d or IPVv6

IPv6 for application

CApplication Load Balancer)

C Network Load Balancer

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
N1



. Amazon VPC

0—8—0—i+

GWLB Endeint T
Traffic source dual stack Traffic destination

IPv4/IPv6 ! ! IPv4/IPv6

. Amazon VPC ‘ I
"------------------,;"';]’:°"--: ------------------ 1
Availability Zone 1 ... Availability Zone 2

7 Gatewa o
. GWLB subnet Load y . GWLB..S‘liI:.)net
=] =

Balancer
GWLB hyperplane ENI GWLB hyperplane ENI

. Targets subnet . Targets subnet

IPv6 for application
networking

CApplication Load Balancer)

Elastic Load Balancing i

C Network Load Balancer )

( Gateway Load Balancer )
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Elastic Load Balancing

Amazon VPC Lattice

IPv6 for
AWS Application
Networking
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PUBLIC HOSTED ZONE - VPCL MANAGED

VPCL FQDN: serviceA-e8f160e640d36ad99.7d67968.vpc-lattice-svcs.us-west-2.on.aws
* A:169.254.x.x
« AAAA: fd00:ec2:80::x

F Region
. VPC X - PROD VPC C - Shared Services
10.1.0.0/16 IPv4 or dual stack

2001:db8:1234:1a00::/56

[ s
X

Service X {ﬁ}
. Service

| VPC assoEH—

IPv6 for application
networking

. Service Y .
Amazon VPC Lattice || 7] service D

. P v .
—| Service association |— SerwceC

X<L

@ @ &
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Elastic Load Balancing

Amazon VPC Lattice

AWS PrivateLink



J_Z Region

(Customer managed services)

i Amazon VPC i Amazon VPC

. ClisgiSupist Target Subnet
)% 3B
0“ II_. LIL| £
. . D g
IPv6 for appllcatlon | . AR free - D:‘,g '(IPV4 ORIPvG)
networkin g < Interface AWS Network Load SZAAY 7
. Subnet Endpoint PrivateLink Balancer Sl

AWS PrivateLink F Guas staco)
]'O (IPV4-ONLY> SATAICIK -

Ll

(IPVG-ONLY)
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Secure |IPv6
connectivity on AWS

VPC Network Access
Control Lists

(NATIVE IPv4 & IPv6>
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Amazon VPC
10.0.0.0/16
20071:db8:1234:1a00::/56

Inbound

| A Outbound

l, Network Access Control List |

. Public Subnet

Inbound

Amazon EC2
>||31|4
0 Outbound
Network Access Control List |
A\ 4
. Private Subnet
Database
Qs




Secure |IPv6
connectivity on AWS

VPC Security Groups

(NATIVE IPv4 & IPv6>
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Amazon VPC
10.0.0.0/16
2001:db8:1234:1a00::/56

@I Public Subnet

Application
Load Balancer

................................................

Security group
“Web instance”

......................

\L Security group

“Databases”

Database




. Amazon VPC
10.0.0.0/16

2001:db8:1234:1a00::/56 AWS Network
Firewall
. Firewall Subnet . Firewall Subnet . Firewall Subnet
10.0.0.0/24 10.0.1.0/24 2001:db8:1234:1a01::/64

2001:db8:1234:1a00::/64

Secure IPv6 U . U = U
connect | \" | t y on AW S AWS Network AWS Network Firewall AWS Network Firewall
Firewall endpoint endpoint endpoint
AWS Network F|rewall 10.0.0.15 10.0.1.15 2001:db8:1234:1a01::ec2

2001:db8:1234:1a00::ec2

& & | @

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
N1



= il




Amazon CloudFront

Scalable [Pv6
edge connectivity
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88%

(lPV4> (lPVG)

v

Amazon CloudFront
Scalable IPv6 edge :

connectivity

Amazon CloudFront

Custom
Origins

(DUAL STACK BY DEFAULT)

Elastic Load Amazon Elastic Amazon Simple
Balancing Compute Cloud Storage Service (S3)
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Amazon CloudFront

Scalable IPv6
edge COHneCtIVlty AWS Global Accelerator
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AWS Global Accelerator

Scalable IPv6 edge
connectivity C"""‘)é(""’@

e secsessecscsscsscscsscsscsselecscssccscsccsccscsscsssscnsee
.

Elastic Load Amazon Elastic
Balancing Compute Cloud

DUAL DUAL
STACK STACK

AWS Global Accelerator
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Lessons learned
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IPv6 has been
around for a long
time

It's similar enough to IPv4 to lack adoption incentives and, at the same time, incompatible with IPv4

Work needs to go into addressing adoption friction

IPv6 has been around for a long time, and some lost trust on the way

Full switch to IPv6 is
determined by the
trailing adopters

We all still need to continue supporting IPv4

Dual stack deployments are considered more complex but ensure backwards compatibility

Use IPv6-only where it makes sense and allows you to scale beyond IPv4 capabilities

Starting with the
business case gets
creates traction

Helping leadership understand, in business terms, why IPv6 is needed is critical for resource allocation

IPv4 exhaustion is seen as a problem for very large scale networks.

NATA44 is ubiquitous, and also expensive.

Addressing the fear of unknown drives progress

Creating a
POC/small blast
radius deployment
creates confidence

Discover what works and what doesn't, and what you need to progress

There will probably be flows that break, or unexpected application behaviors - find them early

Help AWS work backwards, by identifying the critical services that need IPv6 support prioritized

IP Address
Management is

critical for scalability

IPv6 allocation is for multiple regions and environments facilitates simplified routing

Work through the "VLSM mentality" in IPv6 address allocation

You have full flexibility in advertising or not BYOIPv6 addresses on AWS - avoid 1-way-door decisions

Find your supporters

Success is usually driven through getting buy-in from platform teams, or shared services

Finding the lowest hanging fruits that come with IPv6 adoption helps show the benefits

Avoid analysis paralysis, and start TODAY




IPv6 on AWS
Service compatibility matrix




IPvb on AWS
Start now

All resources
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